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Predicting the future is a surefire way to embarrass oneself. But it is 

a relatively safe bet that Artificial Intelligence (“AI”) will transform the 
practice of healthcare to some appreciable degree. My confidence in 
this prediction stems from the fact that healthcare is already being 
transformed by AI. (Predicting the present, it turns out, is somewhat 
easier than predicting the future.) Mobile apps provide customized 
instructions to patients suffering from a range of illnesses,1 and IBM’s 
Watson co-counsels patients (alongside their doctors) on particularly 
complex cases.2 The prediction is also sound because modern 
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 1 See C. Lee Ventola, Mobile Devices and Apps for Health Care Professionals: Uses 
and Benefits, 39 Pharmacy & Therapeutics 356, 356-64 (2014); see also Digital Health, 
FDA, https://www.fda.gov/MedicalDevices/DigitalHealth/default.htm (last updated 
Sept. 6, 2017) (providing an overview of the various technologies that make up 
“digital health”); cf. Sy Mukherjee, VC Funding for Mobile Health Apps Hit an All-Time 
Record in 2016, FORTUNE (Jan. 17, 2017), http://fortune.com/2017/01/17/vc-funding-
mobile-health-record. 

 2 See Mallory Locklear, IBM’s Watson Is Really Good at Creating Cancer Treatment 
Plans, ENGADGET (June 1, 2017), https://www.engadget.com/2017/06/01/ibm-watson-
cancer-treatment-plans. 
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medicine offers a lot of room for improvement, both in price and in 
quality of care. 

Health technology is starting to incorporate data-driven intelligence. 
It is moving beyond measuring and storing information to spinning 
the information into actionable advice. The U.S. Food & Drug 
Administration (“FDA”) and the Federal Trade Commission (“FTC”) 
have been monitoring this development closely, and have used the 
authority available to them to steer the marketing and development of 
our emerging robot healers. For the FDA’s part, its regulatory 
oversight derives from existing regulations on medical devices, and its 
willingness to apply these old rules to new technology has generated 
criticism.3 One problem is analogical: the most important 
contributions from health and medical AI will substitute not devices, 
but doctors. As Ryan Calo has observed, “robots begin to blur the line 
between people and instrument.”4 

This Essay explores whether health and medical AI should be 
regulated more like doctors than like devices, and what difference it 
would make. The punch line is that the public safety concerns that are 
at the heart of medical device regulations are going to be less relevant 
in the context of medical AI than some of the other, more ancillary 
duties that doctors usually owe to their patients and to society: duties 
to provide confidentiality, to warn, to provide informed consent, and 
to avoid conflicts of interest. In most cases, treating robots like doctors 
rather than machines reveals a flaw in the assumptions and 
fundamental goals of longstanding fiduciary rules. This case study can 
teach us something about future-proofing law: while most legal 
scholars have focused on adjustments to the law in order to optimize 
our future robots, it is just as plausible that robots will help us adjust 
and optimize our aging laws. 

The Essay proceeds in two parts. Part I describes the legal 
machinery currently in use to regulate medical AI and explains why it 
is a poor match. Part II analyzes the policy future of medical AI by 
applying the laws that currently regulate its nearest substitutes: 
physicians. It discusses the benefits and drawbacks of treating AI as 
professionals. 

 

 3 See, e.g., Richard Epstein, Opinion, Manhattan Moment: FDA Overreach Has Heavy 
Costs, WASH. EXAMINER (Nov. 29, 2013, 12:00 AM), http://www.washingtonexaminer.com/ 
manhattan-moment-fda-overreach-has-heavy-costs/article/2539939. 

 4 Ryan Calo, Robots in American Law 5 (U. Wash. Sch. L., Research Paper No. 
2016-04, 2016), https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2737598. 



  

2017] Dr. Robot 385 

I. THE SEARCH FOR THE APPROPRIATE BASELINE 

Today, new medical apps and technologies fall into the jurisdiction 
of the Food & Drug Administration. FDA regulations are complex, so 
by necessity the summary here is over-simplified. 

In a nutshell, the FDA regulates devices by requiring all 
manufacturers to register a new device.5 For devices that pose a 
greater than nominal risk, the manufacturer also has to perform 
premarket testing similar to testing for drugs before publicly releasing 
the device.6 After a device is on the market, the FDA may continue to 
assess its risk and utility.7 A key factor during pre-screening and after-
market analysis is the estimated impact on a typical user, which is 
done by comparing it to the other available options. What would 
happen to the patient if this device was not available?8 

For example, when a particular brand of home pregnancy test 
started having a high rate of false positives, the FDA removed it from 
the market because there were other home pregnancy tests that 
worked just as early in the female fertility cycle and gave more 
accurate results.9 By contrast, when a steam sterility monitor used in 
operating rooms started to have higher error rates, the FDA left it on 

 

 5 See 21 C.F.R. § 807.20(b)(a) (2017); Device Registration and Listing, FDA, https:// 
www.fda.gov/MedicalDevices/DeviceRegulationandGuidance/HowtoMarketYourDevice/ 
RegistrationandListing/default.htm (last updated Sept. 28, 2017). 

 6 Class III devices, which have the most onerous pre-market clearance 
procedures, must be shown by their manufacturers that they are “substantially 
equivalent” to a device that has already been approved for the market based on its 
demonstrated safety and efficacy. See 21 C.F.R. § 807.87(h)-(k) (2017).  

 7 Sometimes the FDA requires manufacturers to conduct studies of their products 
after they have been approved for the market. See FDA, GUIDANCE FOR INDUSTRY AND FDA 

STAFF: PROCEDURES FOR HANDLING POST-APPROVAL STUDIES IMPOSED BY PMA ORDER (2009), 
https://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/ 
GuidanceDocuments/ucm071013.pdf. Other times, the FDA reviews the safety and efficacy 
of a medical device using information from mandatory or voluntary adverse event reports 
submitted to the agency. Medical Device Reporting (MDR), FDA, https://www.fda.gov/ 
MedicalDevices/Safety/ReportaProblem/default.htm (last updated Nov. 7, 2016). 

 8 FDA, GUIDANCE FOR INDUSTRY AND FDA STAFF: FACTORS TO CONSIDER WHEN MAKING 

BENEFIT-RISK DETERMINATIONS IN MEDICAL DEVICE PREMARKET APPROVAL AND DE NOVO 

CLASSIFICATIONS 13, 15-16, 44 (2016), https://www.fda.gov/ucm/groups/fdagov-
public/@fdagov-meddev-gen/documents/document/ucm517504.pdf [hereinafter FACTORS 

TO CONSIDER]. 

 9 FDA, GUIDANCE FOR INDUSTRY AND FDA STAFF: FACTORS TO CONSIDER REGARDING 

BENEFIT-RISK IN MEDICAL DEVICE PRODUCT AVAILABILITY, COMPLIANCE, AND 

ENFORCEMENT DECISIONS 19-20 (2016), https://www.fda.gov/downloads/MedicalDevices/ 
DeviceRegulationandGuidance/GuidanceDocuments/UCM506679.pdf. 



  

386 University of California, Davis [Vol. 51:383 

the market because there were no alternatives — no other 
manufacturers — and using the monitor was better than nothing.10 

The basis on which safety is assessed is imminently sensible — it 
looks at the marginal risks and benefits that each device offers to the 
healthcare ecosystem. But the FDA procedures add considerable cost 
and delay, and particularly in the form of preapproval (which takes 
five months, on average, even when the device is a newer version of an 
already-approved device).11 There are also FDA requirements beyond 
proving safety and efficacy, including formal registration and 
reporting, and branding requirements.12 

Until recently, medical devices were used to either take 
measurements or administer treatments. But software-driven medical 
devices are not so limited. While some of them take measurements 
and record data, an increasing portion of smart medical apps are 
knowledge devices. They analyze data (either preexisting or newly 
measured) and interpret the data to form opinions. 

For example, the following post-traumatic stress disorder (“PTSD”) 
app helps fine-tune a patient’s therapy and daily activities based on 
real time inputs. Patients can use the app to assess and track their 
symptoms, and to manage them through breathing exercises, calming 
imagery, and positive self-talk.13 

 

 

 10 Id. at 17-18.  

 11 Drew Simshaw et al., Regulating Healthcare Robots: Maximizing Opportunities 
While Minimizing Risks, 22 RICH. J.L. & TECH. 3, 16 (2016); Adam Candeub, Digital 
Medicine, the FDA, and the First Amendment 13 (Nov. 11, 2015) (unpublished 
manuscript) (on file with Georgia Law Review).  

 12 Candeub, supra note 11, at 14. 

 13 See Mobile App: PTSD Coach, U.S. DEP’T VETERANS AFF., https://www.ptsd.va.gov/ 
public/materials/apps/ptsdcoach.asp (last updated May 31, 2017); PTSD Coach, ITUNES 

PREVIEW, https://itunes.apple.com/us/app/ptsd-coach/id430646302?mt=8 (last updated 
Aug. 1, 2017).  
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23andMe’s genetic health reports14 and the IBM Watson for 

Oncology project15 likewise suggest that health AI is headed down a 
path that will provide diagnoses, prognoses, and treatment 
instructions. When we consider what a patient’s alternatives to a new 
device will be, it is helpful to distinguish between measurement and 
knowledge applications.16 Measurement apps will have traditional 
instruments as their nearest conceptual neighbor, while knowledge 
apps emulate doctors or, perhaps, the patients’ informal networks of 
health advisers. 

 

 14 See Find Out What Your DNA Says About Your Health, Traits and Ancestry, 
23ANDME, https://www.23andme.com/dna-health-ancestry (last visited Sept. 7, 2017).  

 15 See Watson for Oncology, IBM, https://www.ibm.com/watson/health/oncology-
and-genomics/oncology (last visited Sept. 7, 2017). 

 16 Adam Candeub divided health apps into three categories: Non-Invasive 
Measurement Apps, Invasive Measurement Apps, and Prediction Calculators 
(“Physician Avatars”). See Candeub, supra note 11, at 11-12. 
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Today, the FDA has claimed jurisdiction over both types of medical 
apps under its device regulations. For example, it intervened in 
23andMe’s business model when the home genomics kit manufacturer 
began to report health risks associated with their customers’ personal 
genome.17 The kit and subsequent sequencing of the customers’ 
personal genome fell under the FDA’s purview only when the 
company began to provide customized health reports. This is a break 
from typical medical device oversight because the quality of the 
measuring component of 23andMe kits is undisputed. The company’s 
DNA sequencing works as well as any other commercially available 
option. It is the health reports — the knowledge component — that 
concerned the FDA. Citing concerns that the home DNA test results 
could spur users to self-manage serious medical conditions or to over-
react to 23andMe’s reports, the FDA ordered 23andMe to discontinue 
its health reporting services in a 2013 warning letter.18 

Similarly, in its guidance for mobile health apps, the FDA has 
claimed jurisdiction for any software that “transforms” a phone into a 
medical device by having the intent to diagnose, cure, mitigate, treat, 
or prevent a disease.19 

By the way, the FDA uses the manufacturer’s marketing and 
promotion as a primary means of determining whether a service 
developer has the requisite intent to diagnose or treat a disease.20 This 
is the only thing preventing Google’s search bar from being a medical 
device. Google certainly has knowledge that people use its search 
engine to diagnose and treat diseases, and it even makes use of that 
knowledge by analyzing medical search histories and creating tools 
like Flu Trends.21 But presumably Google avoids FDA jurisdiction 

 

 17 Warning Letter: 23andMe, Inc. 11/22/13, FDA (Nov. 22, 2013), https://www.fda. 
gov/ICECI/EnforcementActions/WarningLetters/2013/ucm376296.htm.  

 18 See id. The letter references risks of “false positives,” suggesting it is worried 
that the genome sequencing itself is flawed, but 23andMe has always been permitted 
to offer genome sequencing services to the general public. For a more thorough 
description of the anticipated problems with connecting a genome sequence to health 
diagnoses or risk factors, see Rob Arthur, What’s in Your Genes?: Some Companies 
Analyzing Your DNA Rely on Junk Science, SLATE (Jan. 20, 2016, 3:10 PM), 
http://www.slate.com/articles/health_and_science/medical_examiner/2016/01/some_ 
personal_genetic_analysis_is_error_prone_and_dishonest.html. 

 19 FDA, GUIDANCE FOR INDUSTRY AND FOOD AND DRUG ADMINISTRATION STAFF: 
MOBILE MEDICAL APPLICATIONS 7-9 (2015), https://www.fda.gov/downloads/ 
MedicalDevices/. . ./UCM263366.pdf [hereinafter GUIDANCE FOR INDUSTRY]. 

 20 For a discussion of this in the context of the definition of a pharmaceutical 
drug, see Christopher Robertson, The Tip of the Iceberg: A First Amendment Right to 
Promote Drugs Off-Label, 78 OHIO ST. L.J. 8-14 (forthcoming 2017). 

 21 Alexis Madrigal, In Defense of Google Flu Trends, ATLANTIC (Mar. 27, 2014), 
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because it does not encourage these health uses of its search bar in its 
promotional materials. And if this is so, advertising is the basis for 
regulatory enforcement. This is one of many practices that leaves the 
FDA vulnerable to First Amendment challenges. Since the only 
difference between a medical device and a generic information service 
is commercial speech, the FDA’s regulations may at some point have 
to withstand constitutional scrutiny.22 Indeed, medical AI may have 
multiple free speech problems since some of the services targeted by 
the FDA (including its enforcement against 23andMe’s health reports) 
consist entirely of information exchanges.23 These are interesting 
developments in constitutional law, and to some extent they dovetail 
with the regulation of doctors’ professional speech.24 

Perhaps because of the tricky constitutional issues, the FDA has 
promised to use discretionary forbearance over mobile apps that are 
strictly informational and provide only “simple tools . . . to organize 
and track health information without providing recommendations to 
alter or change a previously prescribed treatment.”25 Apps like the 
PTSD Coach can therefore avoid the regulatory barriers that would 
ordinarily apply. But the FDA will and has applied the usual rules for 
medical devices on mobile apps that use a sensor of any sort to collect 
information about the user in order to provide health advice.26 

Is the FDA’s decision to apply the rules of medical devices to mobile 
apps consistent with its past practices of considering substitution 
effects? For measurement apps, I think it is. A mobile 
Electrocardiogram (“ECG”) app can be compared, in terms of 
accuracy, cost, availability, etc., to a standard ECG machine in order 
to determine whether users are better off having it on the market or 
not. But for knowledge apps, the FDA is using the wrong baseline. The 
comparison for health AI is not other existing devices. Right now, it is 

 

https://www.theatlantic.com/technology/archive/2014/03/in-defense-of-google-flu-
trends/359688 (describing Flu Trends, a flu prevalence predictor based on Google key 
word searches, and the skepticism about its value). 

 22 Commercial speech generally receives intermediate free speech scrutiny. See 
Cent. Hudson Gas & Elec. Corp. v. Pub. Serv. Comm’n., 447 U.S. 557, 573 (1980) 
(Blackmun, J., concurring). 

 23 See Candeub, supra note 11, at 39-45 (arguing that informational output 
platforms like Caracal Diagnosis, Isabel, iLiver, and arguably 23andMe are “pure 
speech” entitled to the highest level of constitutional protections). 

 24 See generally Claudia E. Haupt, Professional Speech, 125 YALE L.J. 1238 (2016) 
(arguing for First Amendment protection of professional speech frustrated by 
limitations on doctors’ interactions with patients). 

 25 GUIDANCE FOR INDUSTRY, supra note 19, at 16. 

 26 Id. at 27. 
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doctors. AI will pose danger to consumers only if the costs, risks, and 
inaccuracy of its advice are out of line, and a bad deal, compared to 
the costs, risks, and inaccuracy of these human advice-givers. 

This type of marginal comparison is consistent with what the FDA 
has done outside Artificial Intelligence.27 But the FDA’s track record 
with knowledge products like 23andMe seems to be driven by an 
abundance of caution rather than by utilitarianism.28 Preapproval 
requirements are getting in the way of improved health by, for 
example, forbidding 23andMe from informing the small but 
identifiable group of Ashkenazi Jews whose mutations across three 
BRCA genes can be reliably identified by 23andMe for breast cancer 
risk.29 And 23andMe’s health reports are just the beginning of a 
potentially pivotal knowledge movement. Pharmacogenomics 
information that can inform what a drug’s absorption, metabolism, 
binding, transport, and excretion rate is for an individual patient is not 
used in medicine at all, even for the set of drugs for which this sort of 
customizable information is known.30 

The Federal Trade Commission, which more directly regulates 
claims that are made in advertising, also seems to apply impractically 
high standards. The FTC fined the manufacturer of a health app called 
Mole Detective because of concern about the app’s accuracy and false 
negative errors.31 That is, the FTC was worried that users who have 
melanoma may rely on the app when it fails to detect the cancer. But 

 

 27 See FACTORS TO CONSIDER, supra note 8, at 13 (discussing availability of 
alternative treatments or diagnostics when reviewing a medical product for premarket 
approval). 

 28 As Gary Marchant put it, “this is the last shoe to drop in the FDA’s effort to wipe 
out the right of consumers to discover their own genetic information, some of the most 
important, private, useful, and interesting information about our own health and well-
being.” Gary Marchant, The FDA Could Set Personal Genetics Rights Back Decades, SLATE 

(Nov. 26, 2013, 12:39 PM), http://www.slate.com/articles/technology/future_tense/ 
2013/11/_23andme_fda_letter_premarket_approval_requirement_could_kill_at_home_ 
genetic.html.  

 29 ERIC TOPOL, THE PATIENT WILL SEE YOU NOW 66-76 (2015). 

 30 Id. at 85. 

 31 Stipulated Final Judgment and Order for Permanent Injunction and Other 
Equitable Relief Against Defendant Avrom Boris Lawarow at 6-8, FTC v. Lasarow, No. 
15-cv-1614 (N.D. Il. Apr. 30, 2015) (documenting the fine and other remedies); see 
Complaint for Permanent Injunction and Other Equitable Relief at 10, FTC v. 
Lasarow, No. 1:15-cv-01614 (N.D. Il. Feb. 23, 2015) (alleging that the app made false 
or misleading claims about Mole Detective’s capacity to accurately analyze moles for 
melanoma). But see Dissenting Statement of Commissioner Maureen K. Ohlhausen at 
1-2, FTC v. Lasarow, No. 132-3210 (N.D. Il. Feb. 23, 2015) (objecting to the 
majority’s implication that the app makers must show the app detects cancer as 
accurately as dermatologists). 
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as Adam Candeub has pointed out, while the Mole Detector app was 
less accurate than trained dermatologists, it actually performed as well 
or better than primary care physicians.32 Primary care physicians may 
be the more appropriate baseline comparison if patients typically use 
their generalist doctors as an initial screen. (And consultations by both 
primary care and dermatology specialists are, of course, much more 
expensive than the app.) 

So what would happen if medical AI were regulated like their closest 
substitutes — doctors — instead of like devices? 

II. THE SPECIAL DUTIES OF DR. ROBOT 

Applying the law of doctors to health AI rather than the law of 
medical products leads to some surprising differences in regulation. 
States regulate doctors using a combination of licensing statutes and 
tort rules that apply to special, fiduciary relationships.33 With the 
exception of the training and licensing exam, regulation comes 
retrospectively — after something has gone wrong — rather than 
prospectively through pre-market approval. Doctors do, of course, 
owe their patients a duty of competence, which closely matches the 
safety concerns that drive the regulation of medical devices. Future 
health-based knowledge apps will be able to comply with this duty 
fairly easily. The other duties that doctors owe — duties of 
confidentiality, duties to warn, duties to provide informed consent 
about research, and duties to avoid conflicts of interest — will be more 
difficult. In fact, some will so badly interfere with the prospective 
advantages of medical AI that policymakers should begin to question 
the virtues not of the robots but of the law itself. 

I will briefly sketch the application of each of these special duties to 
AI to show where our current law may lead our future medical 
industry astray. 

A. Competence 

The duty of competence incorporates both the safety and efficacy 
goals that form the core goals of FDA medical device approval. There 
is little reason to doubt that AI will eventually flourish and outperform 
physicians in many aspects of medical care. In fact, much of what the 
 

 32 See Candeub, supra note 11, at 45-46 (citing a study where apps performed with 
a seventy percent success rate compared to a ninety percent success rate of specialists 
and a sixty percent to seventy-five percent success rate of general practitioners).  

 33 See Simshaw, supra note 11, at 2 (“[S]tate licensing statutes oversee the conduct 
of doctors and nurses who, heretofore, have all been human beings.”).  
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training and licensing process does for doctors is train them to act 
more like algorithms.34 Decision trees and probabilistic decision-
making are critical to diagnosis and treatment recommendations. They 
do not come naturally to people, but are easily automated. Other 
skills, like memorizing everything that is tested in the Board exams 
would also be trivially easy for a computer. Of course AI still is not 
well developed in certain ways — we have not figured out how to 
replicate human eye sight and perception without tragic or comic 
error.35 But computers can do the reasoning part of the practice of 
medicine very well.36 

Consider missed diagnosis, which is one of the principal fears with 
health apps. Malpractice based on missed diagnosis is usually proved 
by showing a doctor failed to do a proper differential diagnosis where 
every ailment that could be explained by the presented symptoms are 
systematically tested and ruled out in order of probability (weighted 
by urgency).37 In the T.V. show House, the doctors sat around talking 
through this process, and often struggled to recall rare conditions that 
would present with the patients’ symptoms. Watson would be able to 
beat that crackerjack team in a matter of seconds.38 

Some health law experts doubt that robots will be able to replace 
human doctors anytime soon,39 but there is wide agreement that AI 
will supplement doctor care, and replace it in some critical aspects.40 

 

 34 For example, new doctors are trained to avoid heuristics and biases that are 
commonly used in human judgment. KEVIN BARRACLOUGH ET AL., AVOIDING ERRORS IN 

GENERAL PRACTICE 15-17 (2013). 

 35 See Shimon Ullman et al., Atoms of Recognition in Human and Computer Vision, 
113 PROC. NAT’L ACAD. SCI. 2744, 2744 (2016) (finding that the human visual system 
uses features and processes that current computer simulation models do not have). 

 36 PEDRO DOMINGOS, THE MASTER ALGORITHM: HOW THE QUEST FOR THE ULTIMATE 

LEARNING MACHINE WILL REMAKE OUR WORLD 13 (2016) (“Machine learning is the 
scientific method on steroids.”). 

 37 See Dan Minc, Differential Diagnosis Can Be Used in Proving Medical Malpractice, 
RMFW LAW (Sept. 19, 2014), http://www.medicalmalpractice.net/blog/2014/09/ 
differential-diagnosis-can-be-used-in-proving-medical-malpractice.shtml.  

 38 Campbell McLaren, an editor of this journal, pointed out a delightful irony: the 
character Dr. House is based on Sir Arthur Conan Doyle’s Sherlock Holmes, so the fact 
that Watson (named after Sherlock Holmes’ obedient companion and biographer) will 
best Dr. House is particularly amusing. 

 39 See Frank Pasquale, Automating the Professions?, 8-11 (U. Md. Francis King 
Carey Sch. L., Research Paper No. 2016–21) (reviewing RICHARD & DANIEL SUSSKIND, 
THE FUTURE OF THE PROFESSIONS (2015), https://papers.ssrn.com/sol3/papers.cfm? 
abstract_id=2775397) (disagreeing with Susskind on the facility with which computer 
technology can quickly enhance the field of medicine). 

 40 See Vimla L. Patel et al., The Coming of Age of Artificial Intelligence in Medicine, 46 
ARTIFICIAL INTELLIGENCE MED. 5, 14 (2009) (concluding that AI in medicine is coming of 
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Geoffrey Hinton, a computer scientist at the University of Toronto 
who works on health-related AI, already believes it is time to stop 
wasting energy attempting to train radiologists to read medical images. 
“It’s just completely obvious that in five years deep learning [by 
computers] is going to do better than radiologists . . . . It might be ten 
years.”41 Even the more “human” aspects of care like emotional 
support and therapy can be greatly improved by including or 
substituting in AI.42 

That is not to say medical AI requires no safety regulations. There is 
always a role for law to ensure that care is optimized based on safety, 
efficacy, and price. But whether those regulations come in the form of 
premarket clearance or instead use a post-market liability rule, the 
reference for comparison should be doctors at the highest.43 This is, 
after all, the standard of care that medical malpractice law currently 
applies to other doctors.44 

The other fiduciary duties and professional limitations pose far more 
difficult to the development and adoption of medical AI. What makes 
them difficult is that AI will be much more concentrated in just a 
small set of firms, whereas care through doctors is distributed across 
 

age as a discipline); see, e.g., Daniela Hernandez, Artificial Intelligence Is Now Telling Doctors 
How to Treat You, WIRED (June 2, 2014, 6:30 AM), https://www.wired.com/2014/06/ai-
healthcare (illustrating an instance in which a doctor’s diagnosis is facilitated by an AI 
technology); Paul Hsieh, AI in Medicine: Rise of the Machines, FORBES (Apr. 30, 2017, 12:10 
PM), https://www.forbes.com/sites/paulhsieh/2017/04/30/ai-in-medicine-rise-of-the-
machines/#783fde6dabb0 (concluding that AI algorithms are beginning to perform medical 
work which, until very recently, was thought capable of being performed only by humans); 
Stephen F. Weng et al., Can Machine-Learning Improve Cardiovascular Risk Prediction Using 
Routine Clinical Data?, PLOS ONE (Aug. 4, 2017), http://journals.plos.org/ 
plosone/article?id=10.1371/journal.pone.0174944 (showing that machine learning 
predicted cardiovascular risk more effectively than traditional methods). 

 41 Siddhartha Mukherjee, The Algorithm Will See You Now, NEW YORKER, Apr. 3, 
2017, at 46; see also Todd C. Frankel, New Machine Could One Day Replace 
Anesthesiologists, WASH. POST (May 11, 2015), http://www.washingtonpost.com/ 
business/economy/new-machinecould-one-day-replace-anesthesiologists/2015/05/11/ 
92e8a42c-f424-11e4-b2f3- af5479e6bbdd_story.html [https://perma.cc/X6TW-Y7U6] 
(discussing a technology which may potentially replace anesthesiologists).  

 42 See Barbara Peters Smith, Robots and More: Technology and the Future of Elder 
Care, HERALD TRIB. (May 27, 2013), http://www.heraldtribune.com/article/LK/ 
20130527/News/605195720/SH; Tony Rousmaniere, What Your Therapist Doesn’t 
Know, ATLANTIC (Apr. 2017), https://www.theatlantic.com/magazine/archive/2017/04/ 
what-your-therapist-doesnt-know/517797. 

 43 And even then, it only makes sense to compare AI to doctor care if patients 
would have sought help from doctors in the absence of the AI. 

 44 DAN DOBBS ET AL., THE LAW OF TORTS: PRACTITIONER TREATISE SERIES § 292 (2d ed. 
2011). In time, comparisons to other existing AI will be more appropriate once 
medical technology consistently outperforms doctors on the relevant task. 
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hundreds of thousands of highly variable, small practices. The law was 
designed for the diffuse and messy organization of human 
professionals, and the same rules have surprisingly perverse effects 
when applied to large producers of AI. 

B. Confidentiality and Duties to Warn 

In addition to performing their jobs as advisors well, doctors also 
have obligations to keep their patients’ confidentiality. This duty is 
partly codified in the privacy rule of the Health Insurance Portability 
and Accountability Act (“HIPAA”).45 Those statutory provisions, 
which require confidentiality and data security for health records, will 
apply to health AI to the extent they are being used as part of the care 
provided by a “covered entity” (basically a traditional healthcare 
provider or insurer). But even independent of HIPAA, doctors have 
long had a common law duty to keep their patients’ confidentiality.46 

In most respects, promises of confidentiality will not be hard for 
current and future forms of AI to adopt. In fact, promises of data 
privacy may be necessary to gain the trust of new, hesitant users. But 
medical AI companies are going to rely on a lot more pooling, sharing, 
and analysis of semi-anonymized patient data than the current practice 
of medicine typically does. Pooling and mining data is what gives new 
health technology an opportunity to learn about hidden patterns that 
can guide better medical advice. For example, a program called 
LIONsolver is being used to pool data for Parkinson’s patients to learn 
and provide customized health advice.47 And the Global Alliance for 
Genomics and Health (“GA4GH”) is trying to pool genome data for a 
broad swath of patients and make the data broadly available for 
research purposes.48 These efforts run into conflict with HIPAA 
guidance that considers data too vulnerable to reidentification attacks 
unless significant, utility-compromising precautions are taken.49 And 

 

 45 45 C.F.R. § 164 (2016). 

 46 Alberts v. Devine, 479 N.E.2d 113, 120 (Mass. 1985); Hague v. Williams, 181 
A.2d 345, 349 (N.J. 1962); McCormick v. England, 494 S.E.2d 431, 436 (S.C. Ct. App. 
1997). 

 47 See Candeub, supra note 11, at 6 (describing LIONsolver’s ability to predict the 
progression of Parkinson’s over a ninety-day timeframe, and its potential, with 
increased data collection, to monitor and advise patients on drug dosages, food intake, 
and sleeping habits). 

 48 See TOPOL, supra note 29, at 165. 

 49 The fine-grained, longitudinal data that is required for significant advances in 
medicine will not be able to meet the standards of these statistical confidentiality 
experts. See U.S. DEP’T HEALTH & HUMAN SERVS., GUIDANCE REGARDING METHODS FOR DE-
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the Federal Trade Commission has recommended that all Internet of 
Things technologies incorporate consent mechanisms anytime 
personal data is going to be used for an unanticipated purpose.50 Thus, 
some scholars are already worried about the privacy and security 
protocols for medical AI.51 

Doctors also have a duty to disclose or warn third parties about the 
risks their patients pose to others in certain circumstances.52 This duty 
obviously conflicts with the obligation to maintain confidentiality, so 
they must be carefully managed and weighed against each other. But 
when a patient is likely to spread a communicable disease or harm a 
known, identifiable person, the duty of confidentiality yields to the 
duty to warn. 

Today these duties to warn are only rarely activated, but they may 
become more common for AI that keeps an ongoing information-
gathering relationship with its users all day and all year long. This is 
particularly true for services that have data on many other users and 
therefore can support a broader range of inferences about whether a 
user poses danger to others. 

AI companies will be inclined to avoid duties to warn by simply not 
looking for statistical patterns that could reveal otherwise latent 
dangers. But if a company has relevant information, this sort of willful 
blindness combined with a particularly sad set of facts could motivate 
a court to interpret the duty to warn as an obligation for companies to 
look for signs that their users are dangerous. A strongly enforced duty 
to warn may interfere with patient trust in medical AI more than it has 
for doctors. 

C. Research and Informed Consent 

The concentration of medical AI to a small number of companies 
that oversee the care of a large number of patients creates an 

 

IDENTIFICATION OF PROTECTED HEALTH INFORMATION IN ACCORDANCE WITH THE HEALTH 

INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPAA) PRIVACY RULE 8-22 (2012), 
https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/coveredentities/
De-identification/hhs_deid_guidance.pdf. 

 50 FTC, INTERNET OF THINGS: PRIVACY & SECURITY IN A CONNECTED WORLD 38-39, 43 

(2015), https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-
report-november-2013-workshop-entitled-internet-things-privacy/150127iotrpt.pdf.  

 51 Simshaw et al., supra note 11, at 14. 

 52 Tarasoff v. Regents of the Univ. of Cal., 551 P.2d 334, 342 (Cal. 1976) 
(therapist’s duty to warn known third party victim of attack); Reisner v. Regents of the 
Univ. of Cal., 37 Cal. Rptr. 2d 518, 522 (Cal. Ct. App. 1995) (doctor’s duty to warn 
third party about risk of communicable disease from HIV positive partner). 
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unprecedented opportunity for health research. But it is also likely to 
strain the limits of the laws regulating research and informed consent. 

Here is how I figure: There are many areas in the practice of 
medicine where there is not one single standard treatment, or even 
one particular order in which treatments should be tried. Instead, 
doctors choose the treatment that they think is best within the range 
of seemingly reasonable options.53 Because of the variation among 
their choices, the doctors’ idiosyncratic decisions can advance the state 
of medical knowledge by providing some field evidence about what 
works best, or what works better for whom. The law does not treat 
any one of the doctors’ individual treatment decisions as research. 
Each one is just a therapeutic treatment that can later create 
observational evidence about which therapies work better than others. 

With a dominant AI making treatment decisions for a large swath of 
patients, developers will have two options: vary the treatments 
through “A/B-testing,” or treat every similar patient exactly the same. 

At a society level, we are of course much better off if medical AI 
does the same sort of A/B testing that other tech firms use all the time, 
as long as the testing stays within the range of reasonable treatments.54 
In fact, when we compare the kind of testing that a medical AI system 
could do across a larger swath of patients to the haphazard sort of 
experimentation that we permit in today’s healthcare, clearly formal, 
randomized testing would be much better than the unscientific 
experiments that are currently performed on patients every day. But 
this testing triggers legal obligations and liability risks that cluster 
around formal research.55 Generally speaking, doctors who experiment 
on patients must first provide informed consent and formally enroll 
them in clinical trials. 

I suspect many patients would resist when confronted with 
informed consent about research nearly every time they interact with 
their medical AI. Doctors and policymakers are in part responsible for 
this resistance because they have promoted a fiction that patients are 
not already experimented on routinely (albeit in haphazard, 
 

 53 For a longer discussion of this problem, see Jane R. Bambauer, All Life Is an 
Experiment (Sometimes It Is a Controlled Experiment.), 47 LOY. U. CHI. L.J. 487, 507 
(2015). 

 54 For a description of A/B testing and its benefits, see SETH STEPHENS-DAVIDOWITZ, 
EVERYBODY LIES: BIG DATA, NEW DATA, AND WHAT THE INTERNET CAN TELL US ABOUT 

WHO WE REALLY ARE 209-21 (2017). 

 55 See Robert J. Morse & Robin Fretwell Wilson, Realizing Informed Consent in 
Times of Controversy: Lessons from the SUPPORT Study, 44 J.L. MED. & ETHICS 402, 403 
(2016) (describing a doctor’s duty to obtain consent for medical procedure imposed 
by common law and the Federal Policy for the Protection of Human Subjects). 
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disorganized ways), and that their treatment was chosen especially for 
them. The law of informed consent for research could be an area that 
could be improved with the help of robots rather than the other way 
around. 

D. Conflicts of Interest 

Finally, the doctor-patient relationship includes a duty of loyalty 
that requires a doctor to disclose conflicts of interest. Disclosure is 
useful if the patient has a realistic option to leave and choose another 
care-giver, but if there is only one or two dominant forms of AI for a 
particular disease, each with financial motives independent of the 
patient’s health, choice is not realistic. 

It is tempting to conclude that the law should evolve to require not 
merely disclosure but avoidance of conflicts. But this may not be in 
the patients’ best interests, particularly if the companies that get into 
this industry (IBM, Google) have other highly successful products and 
tools that not only could be used, but should be used in conjunction 
with the patient’s medical care. On the other hand, when a medical AI 
producer exploits a relationship with a patient to promote products 
and services that are not superior, or when AI stands to benefit from a 
user’s prolonged illness, these will be occasions for legal intervention. 

CONCLUSION 

This thought experiment exposes where I believe the legal 
headaches from mechanical healers truly lie: not in the quality of the 
treatment itself, but in ancillary issues. 

Before closing the thought experiment, I would like to comment 
about the political economy of these sorts of emerging health 
technologies. 

Right now, the FDA is the primary regulator, but Congress may get 
involved in the future, too. My impression is that even when the FDA 
is more risk-averse than I would prefer, their decisions come from an 
independent process with high integrity. But at Congress (and perhaps 
at administrative agencies as well), there is a risk that overly high 
safety standards may be erected as a means to protect doctors. Every 
year, the American Medical Association is one of the leading spenders 
for lobbying efforts in Washington, D.C.56 

 

 56 See, e.g., Top Spenders, OPENSECRETS.ORG, https://www.opensecrets.org/lobby/ 
top.php?showYear=a&indexType=s (last updated Aug. 7, 2017). 
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There is also a risk of anti-competitive maneuvering by the health 
tech firms themselves, at least the ones that come to the table first. 
IBM’s Watson team already has a very close working relationship with 
the FDA. The two are collaborating on a Blockchain project.57 Even 
23andMe, which was originally resistant to FDA’s preclearance 
requirements for its health reports, is now working with the FDA’s 
standards.58 Whether this was a goal or not, it will have the effect of 
keeping competitors in the consumer genome sequencing space at a 
disadvantage until they go through the same preclearance that 
23andMe has passed. Regulation of our future robot doctors is 
perfectly appropriate. But we should be on the lookout for 
protectionist rules and safety standards that are unnecessarily high or 
complex. 

 

 57 IBM Watson Health Announces Collaboration to Study the Use of Blockchain 
Technology for Secure Exchange of Healthcare Data, IBM (Jan. 11, 2017), https://www-
03.ibm.com/press/us/en/pressrelease/51394.wss. 

 58 See FDA Accepts 510(k) Application for 23andMe Health Report on Bloom 
Syndrome, GENOMEWEB (June 20, 2014), https://www.genomeweb.com/clinical-
genomics/fda-accepts-510k-application-23andme-health-report-bloom-syndrome; see 
also FDA Allows Marketing of First Direct-to-Consumer Tests that Provide Genetic Risk 
Information for Certain Conditions, FDA (Apr. 6, 2017), https://www.fda.gov/ 
newsevents/newsroom/pressannouncements/ucm551185.htm. 
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